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Little is known about the geography of illicit darknet markets
Techniques from computational social science and digital geography
Scrape geographic information on darknet markets, at country level
Map, visualize, analyse the geography of illicit products and services

https://www.oii.ox.ac.uk/research/projects/economic-geog-darknet/
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Darknet markets: platforms for illicit trades,

using anonymity-preserving Tor browser

Silk Road

anonymous marketplace

Shop by category:

Drugs(752)
Cannabis{280)
Ecstasy(3
Dissociatives(11)
Psychedelics(84)

Other(107)
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Lab Supphes({t
Dgal goods(98)
Services(48)
Money(55)
Weaponry(15)
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Food(4)
Blectroncs(5)
Booky(49)
Drug
paraphernahia(28)
XXX(30)
Medical(3)
Computer
equipment(4)
Apparei(d)
Musical
Instruments(2)
Tickets(!)
Forgeries(13)
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Welcome to Tor Browser

You are now free 1o browse the Intemet anonymously

Tost Tor Netwark Seftings

What Next? You Can Help!
Tor is NOT all you noed 1o browse Thore are many ways you can
holp make the Tor Network faster

change some of your browsing and stronger
hadits to ensure your identity * Run a Tor Rolay Node »
stays safe

« Volunteer Your Services »
* Tips On Staying Anonymaus » « Mako 8 Donation »

« Tor Browser User Manual »

The Tor Project is a US 501(c)3) non-profit dedicated to tha research, development, and
aducation of onlne anomymity and prvacy. Learm more about The Tor Project s
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The information geography
of darknet marketplaces

Oxford Internet Institute

A 9-month research project at the sy o e o i =

Oxford Internet Institute, Univ. of Oxford , B
Py N et lo0/

Understanding the illicit trade on o /| | \\N

darknet marketpl.a ces: How'do the world’s largest

companies useonline
freelancing platforms?

1. Scrape product inventories & trades,
build a reusable data set

H H The Oxford Internet Institute is launching a new project to map and measure trade on the

2 ° Ma p’ VISLIa llse’ ana lyse th e darknet. Relatively little is known about the geography of this global trade. Although the
H H . strong anonymity on darknet markets severely limits data collection about the geography of

InfO rm atlon geog ra phy consumption of products such as drugs and weapons, there is a large amount of data

available about the sale of such goods and services.

what trading happens where?

geography in order to achleve two primary objectives. Flrst we seek to scrape relevam
N geographic information from datasets of darknet sales, building re-usable data at the country
| Wa S h | red to execute th e resea rCh ’ fro m d ata level (e.g. ‘the number of heroin sellers based in every country’, ‘the total number of vendors

selling weapons in every country’ etc.). Second, we seek to map, visualize, and analyse|

cO llect' on an d ana I.ySiS to p u b l' Cat' on. Those data using mulﬂple var|ab|es (the various ca?ego.nyes of products and semct?s) to ask

y y
conventional mappings of that trade?’ In other words: can data from the darknet be used as
a proxy for more traditional (and much harder to collect) data about illegal economic
activities?
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A survey of the largest market
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Product metadata

an account.

1 ms of Grade A+ Crystal
Methamphetamine|- USA DOMESTIC Glass

| 342.79 EUR (0.088284 BTC)
25 pes in stock
! "3

| Unzed States — Werldwide|

' Y You can browsa products and vendors without logging In. For making purchases you'll need 10 register
' 1 IN

%

This is top grade uncut and touched off the brick crystal methamphetamine. Smokes clean and burns clear.
100% satisfaction. Listing is for a 10 gram sack of glass shards.

Steaith shipping always enswred with a 1 time reship if you do not receive your package. Wo wit be posting bulk
sale opportunities once peopie order a few grams and realize the quality of this product.

USA domestic ships the day of if ordered Monday - Fri and will be delivered in 4 days max.

Great communation. Great stealth. On time delivery. Decent product ( over weight aiso ) :) . Thanks for

i
your gift, bub, | will be back. (28.8) v 1004 7:84)

Shipping fee 5.9 EUR (Domestic Pricrdty + Stealth/ Track) is inciluded In price shown above. Other shipping options can be selected at
additional cost. You only pay for shipping once when you order multiple pleces of a single product or other products from same vendor
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Buyer reviews as trading indicator

You can browse products and vendors without logging in. For making purchases you'll need 10 register
an account.

- Dutch Import MDMA 90%  ~  1g
FREE UK NDD

12.63 EUR (0.003254 B87C)
more than 25 pcs in stock
1 (2326 / -24)
United Kingdom — France, Germany, United Kingdom, Ireland, italy, Spain, Portugal

Dutch Import MOMA §0%

* Really good. v«ys L (€500+ < 25+4)

fab g3 ysual ;) wont be using any one eise, great value, awesome product, couldn't be packaged better,

* NDO 5.8/ JRENOD::2.109)
Can't fault great product, the best packaging, NDD always, wouldnt use anyone alse for product

. . (€100+ + 104)
thanks 25.8)

- ml.mm&mmumgr\gNDDmn: . (€1004 + 104)

e fab, NDD _{€100+ + 104)
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Custom scraper software

® O ~parse-traderoute-feedback.py — code

...back.py parse-v...dors.py | +

code =

Crawling the largest markets.

Millions of web requests,

collecting and parsing
many GBs of raw HTML.

3,500 lines of Python, Scrapy.

martin@oii-harbin: ~ (ssh)

(
turn float(s)

htmlp_rexp =" re.compile(r'</?p>")
htmlbr_rexp = re.compile(r'<br[*>]%>[\r\nl*")
def

return-htmlp_rexp.sub(**, htmlbr_rexp.sub(*\n", -s))

date_suffix = re.compile(r" (st|nd|rd|

return datetime.datetime.strptime(date_suffix.sul

if len(sys.argv) :
sys.stderr.write('Usage:
sys.exit(1)

datadir = sys.argv[1]
infilespec = '%s/items/*.html' % datadir
outfilename = sys.argv[2]

fileid_rexp = re.compile(r'([a-zA-Z0-9]{16}
soldby_rexp = re.compile(r's yle="[~"]#"

, datetime_str),

53:60 Python $ | SoftTabs: 4 v # ¢ parse_date(datetime_str)

"9%d %B - %Y|' )

¥ 1 anms

> contrib
» [ spiders
—init__py

downl...ares.py
exporters.py
exten..ns.py X
items.py
middlewares.py
pipelines.py
settings.py
util.py
% scrapy.cfg
¥ [ parser
£ parse-..ack.py X
# parse-alphabay.py
2 parse-d...ndors.py
2 parse-..ack.py X
# parse-hansa.py
2 parse-..ack.py X
2 parse-tr...route.py
2 parse-..ors.py X
2 parse-valhalla.py
> i sql
> [ test
= README.md x
scrapers-pre-oii
data
samples
accounts.txt
alphabay-parse.py
alphabay-scrape.sh
valhalla-scrape.sh

1% [ [ [ [ [ |

I

accounts.txt

crontab x
env-live.sh
+ % caep




Data summary

R e pep—

In total we identified 250k listings Vot 200y Ganr v Vo2 @
and 1.8 million buyer reviews e e i s
across the markets we observed. e . M m
. . . ' The Dosgrans Guide 5 the Comas V Shacessor Undectred  Ungeciamsd
According to our estimates, this o 0 165 Vo, WA B
accounts for 80-90% of the global e ds: &
offerings on darknet markets at the e e —
time of data collection. S - .
It is a rich corpus: market-specific ST
product categories, spatial & e B i ey i

temporal data, freeform text, ...
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Developing a simple product taxonomy

... derived from existing product categories used by markets, as well as our

Shop Ry category

specific research interests.

Drugs: Cannabis (Marijuana, Concentrates, Hashish), Dissociatives (GBL, GHB, Ketamine, MXE,
MXP, PCP), MDMA, Ecstasy, New Psychoactive Substances (2C-B, 2C-E, 2C-I, 4-MEC, AMT,
China White, DMAA, Flakka, Kratom, M1, MXE, MXP, Mephedrone, NBOMe, Spice/K2), Opioids
(Codeine, Fentanyl, Heroin, Hydrocodone, Morphine, Opioid detoxification, Opium, Oxycodone),
Pharmaceuticals (ADHD, Antidepressants, Diazepam, Erectile dysfunction, Modafinil, Painkillers,
Sleeping pills, Xanax), Psychedelics (2C-B, DMT, LSD, Mushrooms, NBOMe), Steroids, Stimulants
(Cocaine, Crack, Meth, Speed).

Information goods: Accounts (Amazon, Ebay, Paypal, Porn, TV & Cable, TV Streaming,
Uber), Malware (Botnets, Malware, Ransomware), Money (Bank drops, Credit cards, Gift cards).

Physical goods: Weapons (Ammunition, Explosives, Hand weapons, Long-range weapons).
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A first overview of the

e0e < >

= a

Not Secure — datavis.dekstop.

70811-treemap/ 9 3 )

lobal trade

Darknet Market Explorer

An integrated data set of offerings and trades across the largest marketplaces. Export current view as CSV

Africa > Botswana

Market: Product category: Country of origin: Variable: Segmentation:

All All All Number of vendors By market

Alphabay Drugs Africa Number of listings By product category
Dream Market Drugs > Cannabis Africa > Algeria Number of trades By country of origin
Hansa Drugs > Cannabis > Cannabis Africa > Angola Estimated revenue

Traderoute Drugs > Cannabis > Concentrates Africa > Benin

Valhalla Drugs > Cannabis > Hashish




A first overview of the U.K. trade

e0e < >

M |

&) Not Secure — datavis.dekstop. 70811-t / & ﬁ ® |

P/

Darknet Market Explorer

An integrated data set of offerings and trades across the largest marketplaces. Export current view as CSV

North America > Antigua and Barbuda

Market: Product category: Country of origin: Variable: Segmentation:

All All Europe > Switzerland Number of vendors By market

Alphabay Drugs Europe > Ukraine Number of listings By product category
Dream Market Drugs > Cannabis Europe > Undeclared Number of trades By country of origin
Hansa Drugs > Cannabis > Cannabis Europe > United Kingdom of Great Britain and Northern Ireland Estimated revenue

Traderoute Drugs > Cannabis > Concentrates North America

Valhalla Drugs > Cannabis > Hashish




Initial data exploration
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Vendor geography on darknet markets

Darknet trade

Buyer reviews

0-399
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B 4,000 - 39,999
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Vs. known production of cocaine, opium
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Paper: the ‘last-mile’ geography of
darknet markets

Seized production, darknet trade, and population demand for three
plant-based drug types:

Cannabis Cocaine Opiates
Caneabis Cocmwrn Operbar
Production: raass & : ? o
e 4 : - -
W - - W
Darknet 7 ) . _
trade: — N W A T

Consumption:
v

w - ol ool

Dittus, Wright, Graham (2018). Platform Criminalism: The ‘Last-Mile’ Geography of the Darknet Market Supply
Chain. ACM WWW 2018. https://arxiv.org/abs/1712.10068



https://arxiv.org/abs/1712.10068

Provalence [norm. )

For cocaine and cannabis, darknet vendors
are situated on the demand side

Cannabis

Cannabis

Prevaence [norm. )

Cocaine

Caocaine

Provplence (nom )

Opiates

Opiates

Table 2: Regression coefficients for three drug models to ex-
plain national trading volumes (I'rades) based on national
production (Seizures) and consumption (Use/nFop) of each
drug. Coefficients in bold are significant with p < 0.001, those

Aspect Variable | Cannabis | Cocaine | Opiates

Production Seizures (-0.08) (-0.11) (0.02)

Consumption UselnPop 0.38 0.48 (-0.08) In brackets are not significant.
Intercept (-0.05) (-0.07) (0.06)

Dittus, Wright, Graham (2018). Platform Criminalism: The ‘Last-Mile’ Geography of the Darknet Market Supply
Chain. ACM WWW 2018. https:/arxiv.org/abs/1712.10068
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Serving the ‘last mile’ of the global drug
trade...

The common prior assumption was that online trading platforms will
disintermediate existing distribution channels, cutting out the middleman.

Yet, darknet markets don’t appear to replace existing drug traffickers.
Vendors likely rely on existing trafficking channels for supply, and then
use darknet markets for regional retail distribution.

In other words, these are not fully globalised markets!
This may in part be a risk management strategy: all shipment happens by

mail, and international delivery is risky.

Dittus, Wright, Graham (2018). Platform Criminalism: The ‘Last-Mile’ Geography of the Darknet Market Supply
Chain. ACM WWW 2018. https://arxiv.org/abs/1712.10068
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Public outreach: blog posts, social media
media interviews, public speaking

The vendor geography of darknet trades
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Q Back to Search

ACTIONS

ACCESS DOCUMENT

DEPOSIT HELP

NEW SEARCH

Dataset
Darknet market trade of three plant-based drug types

A downloadable data set

& Export+ ¥

AUTHORS/CREATORs ~ Actions 5
I LI~ G
FUNDING Email Cite Tweet Print =
Access Document ]
BIBLIOGRAPHIC -
3 Files: info.txt (plain, 1.7KB)
DETAILS
OliDarknet_Opiates_201... (comma-separated-values, 3.8KB)

ITEM DESCRIPTION
RELATED ITEMS
TERMS OF USE

STATS

OllDarknet_Cocaine_201...
OliDarknet_Cannabis_20...
Authors/Creators
® Martin Dittus
@ Joss Wright

@ Mark Graham

Funding v
Bibliographic Details v

Item Description A
Format: Digital
Documentation:

(comma-separated-values, 4.4KB)
(comma-separated-values, 5.2KB)

More by this author/creator
More by this author/creator

More by this author/creator

This data release provides country-level data about the global production, darknet trade, and

consumption of three plant-based drugs: cannabis, cocaine, and opiates. We provide one CSV
file per drug type. Each file contains the following columns: ISO3 - an ISO 3166 country code
(the primary key for this record) Vendors - number of darknet vendors of this drug type in this
country Items - number of darknet listings of this drug type in this country Reviews - number of

darknet buyer reviews... Expand documentation

Dittus, M., Wright, J., & Graham, M. (2018). Darknet market trade of three plant-based drug types. University of
Oxford. https://ora.ox.ac.uk/objects/uuid:84f77672-4593-4aa7-8dec-b1d890aedf54
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Further investigations: trading slumps
during public holidays




Further investigations: a distributed
resilience after police takedowns

Trading volume on darknet markets

—&— All observed markets

W Hansa Hansa takedown
Emm Alphabay Alphabay takedown l
)
]
°
©
.l
-+
>
~
[]
9]
; I . I |
Week # 18 19 20 21 22 23 24 25 26 27 28 29

Estimated from buyer reviews. Data collected in July 2017.
By Martin Dittus, Joss Wright, Mark Graham - @OiiDarknet - Oxford Internet Institute



Aside: a custom captcha solver using

image analysis and OCR...

DDOS Protection

Please solve the following challenge:

Challenge 1+0
Result

abolek o

Original:

Boundary box
detection:

Text isolation:

OCR:

lchudi fyeqm4d4ldjj.onion

w

il

ol

éMm
M50

Guess: W50, correct answer: kM5Q



Thank you!

“From zero to publication in 6 months...”
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