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The “Darknet”: Anonymisation with Tor
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Darknet Markets: Platforms for Illicit Trades
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The Oxford Internet Institute (OII) at the 
University of Oxford

https://www.oii.ox.ac.uk/
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What is the Economic Geography of 
Darknet Markets? 
▪ Economic Geography: what drives economic activity in certain 

places but not others? 

▪ For example, we might want to ask: 
▪ What is the number of heroin sellers in every country? 
▪ What is the geography of the online weapons trade? 
▪ How widely distributed is the trade of new psychoactive 

substances (NPS)? 

▪ We are now building a reusable data set at the country level 
▪ Mapping, visualising, analysing the data 
▪ We plan to open it up to the public!
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Our Research Approach

▪ Primarily we seek to understand the social phenomenon. 

▪ This is independent academic research, we have no ties to law 
enforcement or platform operators. The project is funded by Google 
and the Alan Turing Institute, who do not influence the work. 

▪ This is data-centric and quantitative work, rather than 
ethnographic. Observational studies, based on readily-available 
public information. Primarily we scrape catalogue and trading data 
at large scale, and then analyse and visualise it. 

▪ We are not collecting information about individuals. Can't see 
individual trades, only information that is shown on market platforms 
such as product metadata, buyer feedback, and vendor profiles.
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A Survey of the Largest Markets
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A Survey of the Largest Markets

https://twitter.com/OIIDarknet
https://twitter.com/dekstop
https://twitter.com/josswright
https://twitter.com/geoplace


Economic Geography of 
Darknet Marketplaces 
@OiiDarknet

Martin Dittus, @dekstop 
Joss Wright, @josswright 
Mark Graham, @geoplace

August 31, 2017
9

Extracting Product Metadata

https://twitter.com/OIIDarknet
https://twitter.com/dekstop
https://twitter.com/josswright
https://twitter.com/geoplace


Economic Geography of 
Darknet Marketplaces 
@OiiDarknet

Martin Dittus, @dekstop 
Joss Wright, @josswright 
Mark Graham, @geoplace

August 31, 2017
10

Collecting the Data Across Markets…

▪ In total we collected ~250k 
listings across the markets 
we observed. 

▪ According to our estimates, 
this accounts for 80-90% of 
the global offerings on 
darknet markets at the time 
of data collection

https://twitter.com/OIIDarknet
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A First Market Overview, by Geography
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Developing a Simple Product Taxonomy

▪ Drugs: Cannabis (Marijuana, Concentrates, Hashish), Dissociatives (GBL, 
GHB, Ketamine, MXE, MXP, PCP), MDMA, Ecstasy, New Psychoactive 
Substances (2C-B, 2C-E, 2C-I, 4-MEC, AMT, China White, DMAA, Flakka, 
Kratom, M1, MXE, MXP, Mephedrone, NBOMe, Spice/K2), Opioids 
(Codeine, Fentanyl, Heroin, Hydrocodone, Morphine, Opioid detoxification, 
Opium, Oxycodone), Pharmaceuticals (ADHD, Antidepressants, 
Diazepam, Erectile dysfunction, Modafinil, Painkillers, Sleeping pills, 
Xanax), Psychedelics (2C-B, DMT, LSD, Mushrooms, NBOMe), Steroids, 
Stimulants (Cocaine, Crack, Meth, Speed). 

▪ Information goods: Accounts (Amazon, Ebay, Paypal, Porn, TV & Cable, 
TV Streaming, Uber), Malware (Botnets, Malware, Ransomware), Money 
(Bank drops, Credit cards, Gift cards). 

▪ Physical goods: Weapons (Ammunition, Explosives, Hand weapons, Long-
range weapons).

https://twitter.com/OIIDarknet
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Developing a Simple Product Taxonomy
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Buyer Reviews as Indicators of Activity
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Estimating Trading Activity over Time
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Where are Which Goods Traded?
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A Focus on Recreational Drugs for the 
English-speaking West (1/3)
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A Focus on Recreational Drugs for the 
English-speaking West (2/3)
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A Focus on Recreational Drugs for the 
English-speaking West (3/3)
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Some Weapons Trading, but not a Lot
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~5 Countries Provide Most of the Inventory
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Cocaine Production in South America…
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… While Cocaine Vendors on Darknet 
Markets are Situated in Buyer Locations
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Opium Production in Mexico, Afghanistan

http://www.unodc.org/wdr2016/
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… While Most Opiates on Dark Markets 
are Sold from Consumer Countries
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New Psychoactive Substances (NPS)
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No Need to Declare Country of Origin for Digital 
Information Goods: No Risk of Border Checks
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Some Technical Details

▪ Many use curl and other basic crawlers 

▪ This has now become less practical 
▪ An order of magnitude more listings 
▪ Need to carefully control request rate 
▪ Many intermittent failure modes: non-trivial retry logic 
▪ May need to interrupt and resume later 
▪ May want better alerting options 

▪ Additionally, we only wanted a specific subset of the data: 
catalogues and trading indicators. No forum discussions, etc. 

▪ We ended up using Scrapy. It’s great!

twitter.com/alecmuffett/status/901073569366634496
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When your study population 
is taken down by the law...
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Alphabay and Hansa Takedowns in July

        Alphabay: 5th July                                Hansa: 20th July
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A Multi-stage Covert Attempt to Undermine 
Trust in Darknet Markets
FBI, DEA, Dutch National Police, 
Europol working together: 

1. Covertly took over Hansa 
2. Closed Alphabay on 5th July,  

the largest market at the time 
3. As trading activity moved to 

Hansa: secretly collected 
passwords and chat logs 

4. Took down Hansa on 20th July 

The stated intention: to harm trust 
in widely used markets.

https://www.europol.europa.eu/newsroom/news/massive-blow-to-criminal-dark-web-activities-after-globally-coordinated-operation
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Ouch… impact for our research?

▪ Having your data source suddenly disappear is a worry for 
any long-term data scraping process…  

▪ However in this case: opportunity to move beyond a simple 
observational study to a quasi-experiment. We can observe 
what happens in the overall marketplace after the external 
intervention. 

▪ In this case: how resilient are these marketplaces to 
interference by law enforcement? Does trade actually go down, 
or simply move elsewhere?  
 
Was it an effective deterrent? 

https://twitter.com/OIIDarknet
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Prior Experience Suggests: Takedown 
Deterrent Might Not Last
▪ Décary-Hétu & Giommoni (2016), “Do police crackdowns 

disrupt drug cryptomarkets? A longitudinal analysis of the 
effects of Operation Onymous” 

▪ Initial effect: 
▪ Most vendor accounts retired, few moved to new 

markets. 
▪ Drop in overall sales. 

▪ Within 1-2 months: 
▪ New vendor accounts appeared. 
▪ Product prices did not change. 
▪ Overall sales increased!
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After Alphabay and Hansa Takedowns: 
Buyers Simply Moved to Other Markets
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After Alphabay and Hansa Takedowns: 
Buyers Simply Moved to Other Markets
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In closing, some security-
related matters…
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The Basic Infrastructure Proposition of 
These Markets
▪ Electronic currency to avoid identification 

▪ Buyer reviews to establish trust 

▪ Market resilience through redundant market platforms 
developed by independent actors 

▪ An “open innovation” approach to iterative improvement 

▪ Some self-policing to avoid raising too much attention. E.g. 
markets typically ban child porn. Some also ban fentanyl, 
weapons, etc.

https://twitter.com/OIIDarknet
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But Also a Popular Target for Scams

▪ Dark markets have wide appeal, but 
a high technical barrier to entry. 
This yields opportunities for scams. 

▪ Most recently: a tutorial site with 
instructions on how to use darknet 
markets. High pagerank, so people 
would find it easily. 

▪ … it sent people to a fraudulent 
mixing service.

https://motherboard.vice.com/en_us/article/d33ey7/an-elaborate-darknet-phishing-scam-is-the-top-google-result-for-basic-bitcoin-tutorials
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And Frequent Scams by Market Operators

▪ Exit scams and other market 
manipulations: a big incentive to take 
the money and run. 

▪ Operators and moderators may abuse 
their privileged positions. 

▪ A common approach: occasional 
transgressions. Not enough to 
undermine trust in the market itself. 

▪ In other cases, scammers can 
operate freely on markets without 
interference by admins.
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Risk for Operators: Information Leaks Can 
Lead to Arrests
▪ Information security is hard. Market 

operators may not have sufficient opsec 
experience. 

▪ Increasing law enforcement efforts to 
take down markets and big vendors. 

▪ Common occurrence: reused identities, 
e.g. email addresses or aliases.  
 
(But also suggestions that such 
instances can be the result of parallel 
construction efforts by law enforcement 
agents.) 

https://www.wired.com/2014/11/operation-onymous-dark-web-arrests/
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Insecure Dev Practices are Common

▪ A lot of insecure coding  
practices by inexperienced  
developers. Frequent XSS/ 
injection vulnerabilities. (I've looked at a lot of markup. 
Impression: often not professional web developers.) 

▪ IP leaks: real or fake? Recent  
reports that a market was leaking  
an IP address. A basic opsec  
transgression.  
 
Some suggest: maybe a decoy?
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Do Operators Even Audit their Platforms?

▪ An inherent tension between operator 
anonymity and common security practices:  
open code, external audits, … 

▪ Some markets introduced bug bounties. 
https://darkwebnews.com/darknet-markets/darknet-markets-bug-bounties/ 

▪ A key moment to start paying attention: when a 
big platform gets taken down. People will flood 
to a smaller one. That market may not yet have 
spent time auditing their code. 

https://twitter.com/OIIDarknet
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A final request…

▪ Please send me term lists for more software 
categories: hacking tools, keyloggers, …  
 
Who catalogues such tools?
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Thank You! Questions?

Martin Dittus, @dekstop 
Joss Wright, @josswright 
Mark Graham, @geoplace 
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