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The “Darknet”: Anonymisation with Tor

About Tor %\ -+

S @~ Tor Browser | Search or enter address ¢  Q search a =

Tor Browser
7.04

Welcome to Tor Browser

You are now free to browse the Internet anonymously.

Test Tor Network Settings

Search securely with DuckDuckGo.

What Next? You Can Help!

Tor is NOT all you need to browse There are many ways you can
anonymously! You may need to help make the Tor Network faster
change some of your browsing and stronger:

habits to ensure your identity « Run a Tor Relay Node »

stays safe.

¢ Volunteer Your Services »

* Tips On Staying Anonymous » « Make a Donation »

o Tor Browser User Manual »

The Tor Project is a US 501(c)(3) non-profit dedicated to the research, development, and
education of online anonymity and privacy. Learn more about The Tor Project »
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Darknet Markets: Platforms for lllicit Trades

Welcome nowOpen!

Si I k Road messages(0) | orders(0) | account(B80) | settings | log out

anonymous marketplace search | | & (0)

Shop by category: News:
Drugs(752)
Cannabis(280) U~ "g: e Escrow hedging
Ecstasy(35) ) BN update

Dissociatives(11) e New feature to help

?)sp);g?desd(zgc)swﬂ : jaCkaSQ 13 protect sellers
. 5 Marijuana Butter 4mg. TIZANIDINE """"‘US customers only*** -

Stimulants(53) Chocollate Chip... (zagaflex) x25 Express... Y * We. are hiring! Get

Other(107) 88.53 82.09 82.79 paid for a referral,

Benzos(70) _ too...
Lab Supplies(6) - | "Wl B < . .
Digital goods(98) e Reclaim lost coins
Services(48) from_ )
Money(55) MyBitcoin.com
Weaponry(15) e Seller ranking and
Home & Garden(14) feedback overhaul
Food(4) 4 x 20MG Original Lily (1g) High-grade Crystal MindFood - Protect your
Electronics(5) Cialis Meth brain!... e Change your Mt.
Books(49) B7.85 B811.95 B3.69 Gox password
Drug R v
paraphernalia(28)
XXX(30)
Medical(3)
Computer
equipment(4)
Apparel(4) 2 ’
Musical to US 1/4 Ib (gp) BC How to Grow Mushrooms Mushroom Indoor
instruments(2) Master Kush... Growing - Easy...
Tickets(1) B8121.37 80.14 B80.29
Forgeries(13)
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The Oxford Internet Institute (Oll) at the
University of Oxford

Oxford Internet Institute oiioiioil
A multidisciplinary research and teaching department of the University of Oxford, dedicated to the socia 0 | |0 | | 0 | | S
Ol110110] | OXFORD

cience of the Internet

Home Research Study People Events Videos News About Blog Q

“How'do the world’s Iargest
companies useonline
freelancing platforms?

https://www.oii.ox.ac.uk/
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What is the Economic Geography of
Darknet Markets?

Economic Geography: what drives economic activity in certain
places but not others?

For example, we might want to ask:
= What is the number of heroin sellers in every country?
= What is the geography of the online weapons trade?
= How widely distributed is the trade of new psychoactive
substances (NPS)?

We are now building a reusable data set at the country level
Mapping, visualising, analysing the data
= We plan to open it up to the public!
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Our Research Approach

= Primarily we seek to understand the social phenomenon.

= This is independent academic research, we have no ties to law
enforcement or platform operators. The project is funded by Google
and the Alan Turing Institute, who do not influence the work.

= This is data-centric and quantitative work, rather than
ethnographic. Observational studies, based on readily-available
public information. Primarily we scrape catalogue and trading data
at large scale, and then analyse and visualise it.

= We are not collecting information about individuals. Can't see
individual trades, only information that is shown on market platforms
such as product metadata, buyer feedback, and vendor profiles.
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A Survey of the Largest Markets

NOW TO GET YOUR SITE ADDED TO Th

WONDEIRING WY A MARKET ISW'T LSTED?

MARCETS

Search

to register an account.

Search

You can browse products and vendors without logging in. For making purchases you'll need
to register an account.

All countries (29826)

Domestic and internationa
Drugs (1777
Cann, C duc Search

(
He
Ec All countries (29826) ~

C¢_pomestic and international <
U
S5 Drugs (12606)
o » Stim Cannabis (3490)
Weed (1845)
Hash (954)
Edibles (144)
Concentrates (204)
Leaf (39)
Synthetics (100)
Stimulants (2281)
Amphetamine (546)
Cocaine (990)
Metamphetamine (178)
A-PVP (75)
Cathinones (40)
Snuff (41)
Crack (54)
MDPV (35)
Nicotine (29)
Coffeine (4)
2-FMA / 4-FA (28)
Phenidates (15)
Empathogens (2141)
Ecstasy (1074)

m
=
ma nNA > >0 00> >0

Recommended v  Escrow / multisig / FE «
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Top vendors only +

You can browse products and vendors without logging in. For making purchases you'll need

to register an account.

Recommended ~ Escrow / multisig / FE

U’W 10 grams of Grade A+ Crystal

,,,4 Methamphetamine - USA DOMESTIC
Glass

Y¢ 5G Speed Paste ¥ A+ Quality ¢

5 x 130ug Cosmic Buddhas LSD
Blotter

'm ¥r 1G Champagne MDMA PROMO ¥t

'ﬂ Y 5G Champagne MDMA 84% Y

o

& Yr 10G Speed Paste Yv A+ Quality ¥
5& ) Dutch Import MDMA 80%

A g

'] 1g FREE UK NDD
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Top vendors only =

342.79 EUR

18 EUR

2299EUR .

10 EUR PE—

30 EUR r

35 EUR -

1263EUR  N_

e

a(1513/-7)

'1904 / -5)

1(1513/-7)

~a (1513/-7)

a(1513/-7)

on (2324 / -24)
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A Survey of the Largest Markets

Address

19| LEZENEE .-
20 | PR RRETEREEETE- oy [N
21 __ S

—

e

—

Type
I Market
Market
Market
n Market
Market
Market
1 Market
Market
Market
Market
Market
Market
on Market
Market
mn Market

...on Market

Market
n  Market
1 Market
-1 Market
n Market
' Market
i Market

?

or Forum

Live?
= Scraper done?

< <€ <

D 0 D HE Y-

= Parser done?

< < |<
'<'<'<‘<:)'<'<‘<'<'<'<‘<:)'<=D'<'<‘<N“dslogin?

UNIVERSITY OF

Needs invite?

S = = = = 3 3 < gequential IDs?

~

OXFORD

Constraints

VS S S O <3 Fulllistings?
V= = = = 3 = stable ordering?

2 2 3 3 3 3 < |isting dates?

2|99 |9 |9 9|«

Sales counter?

Feedback dates?

< <€ < (< =<

=S
=

endor-fb counter?)

Catalogue size

2 Stated %
(y) 347,081

D9 |IW W |« |<

86,366
51,381
39,083
27,718
23,946
6,000
1,719
1,696
1,257
905
905
819
633
490
411
187
184
1

58.74%
14.62%
8.70%
6.61%
4.69%
4.05%
1.02%
0.29%
0.29%
0.21%
0.15%
0.15%
0.14%
0.11%
0.08%
0.07%
0.03%
0.03%
0.02%
0.00%
0.00%
0.00%
0.00%
0.00%
0.00%
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Actual
136,152

8,224
62,978
34,741

Economic Geography of
Darknet Marketplaces

Sta/Act Language?

39%

16%
161%
125%

Comments
Navigation counters seemto i
Hard to scrape: no sequential
No sequential IDs, but access
Sequential IDs! No sales cour
Finnish, English Invite link via DNML. Feedbac
Sequential IDs, can get a full |
Russian Items listed by vendor/shop, b
English/German Won't be easy to scrape... no

Italian
French

Invitation requested
French (Stuck on registration)
French Down for maintenance
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Extracting Product Metadata

(L/u You can browse products and vendors without logging in. For making purchases you'll need to register
'L l m an account.

10 grams of Grade A+ Crystal
Methamphetamine/- USA DOMESTIC Glass

342.79 EUR (0.088284 BTC)
25 pcs in stock

e )

United States — Worldwide

This is top grade uncut and touched off the brick crystal methamphetamine. Smokes clean and burns clear.
100% satisfaction. Listing is for a 10 gram sack of glass shards.

Stealth shipping always ensured with a 1 time reship if you do not receive your package. We will be posting bulk
sale opportunities once people order a few grams and realize the quality of this product.

USA domestic ships the day of if ordered Monday - Fri and will be delivered in 4 days max.

Great communation. Great stealth. On time delivery. Decent product ( over weight also ) :) . Thanks for

“n= €100+ + 3
your gift, bub. | will be back. (28.8.) ' +134)

Shipping fee 5.9 EUR (Domestic Priority + Stealth/ Tracki) is included in price shown above. Other shipping options can be selected at
additional cost. You only pay for shipping once when you order multiple pieces of a single product or other products from same vendor

— —
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Collecting the Data Across Markets...

« |n total we collected ~250k 2 0Z Crystal Methamphatamines 56 Grams
listings across the markets
we observed.

Market Title Vendor 1803 cc
USA NA

3g Power Plant (% % % Qualitat) - Free Shipping DEU EU

USA NA

BudgetSudsExpress Shatter Pack 58g UsA NA

Modvigi 200mg - Generic Provigl Modafind 2. USA NA

AziaMoviePass - [PORN LIFETIME ACCCUNT)

= According to our estimates, e —————

00 HIGH QUALITY DOUBLE DOSED 4MG YELLOW

this accounts for 80-90% of — L
the global offerings on S
darknet markets at the time
of data collection

LSD - 1 Trip {200 pg

Digtal Counting Scale Grain Kitchen Jowelky B..

XTC Fillen 2*0mg 5005t

XANAX ALPRAZOLAM) 1 mg x 100 by PFIZER
Special OFFER - 14g - VDMA 84% Dutch Import *0.

Videozz'\n

o
o
0]
£

Omg/vial, Bio Peptide, 100% Quality nehaANA

Undeclared

Undeclared

CAN

ndeclared

Undeclared

Undeclared

NLD

JnEnown

DEU

USA

OEU

HUN

G3R

Undeclared

'Indeclared

Undeclared

Undeclared

NA

Undeclared

Undeclared

Undeclared

Undeclared

EU
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Al A A Number of vendors| | By market
Drugs Africa Number of listing By product category
Drugs > Cannabis Africa > Algeria Number of trades : ] ) i
Drugs > Cannabis > Cannabis Africa > Angola Estimated revenue _
Drugs > Cannabis > Concentrates Africa > Benin

Drugs > Cannabis > Hashish Africa > Botswana
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Developing a Simple Product Taxonomy

= Drugs: Cannabis (Marijuana, Concentrates, Hashish), Dissociatives (GBL,
GHB, Ketamine, MXE, MXP, PCP), MDMA, Ecstasy, New Psychoactive
Substances (2C-B, 2C-E, 2C-Il, 4-MEC, AMT, China White, DMAA, Flakka,
Kratom, M1, MXE, MXP, Mephedrone, NBOMe, Spice/K2), Opioids
(Codeine, Fentanyl, Heroin, Hydrocodone, Morphine, Opioid detoxification,
Opium, Oxycodone), Pharmaceuticals (ADHD, Antidepressants,
Diazepam, Erectile dysfunction, Modafinil, Painkillers, Sleeping pills,
Xanax), Psychedelics (2C-B, DMT, LSD, Mushrooms, NBOMe), Steroids,
Stimulants (Cocaine, Crack, Meth, Speed).

= Information goods: Accounts (Amazon, Ebay, Paypal, Porn, TV & Cable,
TV Streaming, Uber), Malware (Botnets, Malware, Ransomware), Money
(Bank drops, Credit cards, Gift cards).

= Physical goods: Weapons (Ammunition, Explosives, Hand weapons, Long-
range weapons).
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Developing a Simple Product Taxonomy

Darknet Market Explorer

An integrated data set of offerings and trades across the largest marketplaces.
Market: Product category:

Country of origin: Variable: Segmentation:
All All All Number of vendors By market

Drugs Africa Number of listings By product category
I Drugs > Cannabis Africa > Algeria Number of trades By country of origin

Drugs > Cannabis > Cannabis Africa > Angola Estimated revenue

Drugs > Cannabis > Concentrates Africa > Benin

Drugs > Cannabis > Hashish Africa > a

Credit cards
54588

feJilelll Oxford Internet Institute
] University of Oxford
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Buyer Reviews as Indicators of Activity

You can browse products and vendors without logging in. For making purchases you'll need to register
an account.

Dutch Import MDMA 90% 19
FREE UK NDD

12.63 EUR (0.003254 BTC)

more than 25 pcs in stock
1(2326 / -24)
United Kingdom — France, Germany, United Kingdom, Ireland, Italy, Spain, Portugal

Dutch Import MDMA 90%

e Really good. Very Strong (yesterday) ; (€500+ * 25+)

fab as usual :) wont be using any one else, great value, awesome product, couldn't be packaged better, ,
. ) g any 9 P packag €100+ - 104)

NDLC (25.8.)

Can't fault reat product, the best packaging, NDD always, wouldnt use anyone else for product
. _great produ packaging ys, wouldnt use any p (€1004 - 104)

thanks | (25.8.)

* Love it, great vendor & love the packaging NDD again :)(23.8.) . (€100+ = 104)
e fab, NDD : (23.8.) -, (€100+ - 104)
— S
Martin Ditt dekst E icG hy of
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Estimating Trading Activity over Time

Daily sales feedback volume

— Total
- Stated origin
Undeclared origin

o 2N 470 2 S 2 ® Y RS o o N2 oA 12
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Where are Which Goods Traded?

Drugs > Cannabis

Total reviews

1-19

[J 20-199

[J 200 - 1999
[ 2000 - 19999
I 20000 - 104580

[Europe

0 1000 2000 3000 4000 km
|
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2000 4000 6000 8000 km
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Drugs > MDMA

Total reviews

1-19
] 20- 199

[ 200- 1999
B 2000 - 19999
B 20000 - 104580
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A Focus on Recreational Drugs for the
English-speaking West (1/3)

Drugs > Cannabis

Total reviews

[ 11-19

[] 20-199

] 200 - 1999
I 2000 - 19999
Il 20000 - 104580
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Asia )

0 2000 4000 6000 8000 km

0 1000 2000 3000 4000 km — — )
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A Focus on Recreational Drugs for the
English-speaking West (2/3)

Drugs > MDMA

Total reviews
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A Focus on Recreational Drugs for the
English-speaking West (3/3)

Drugs > Psychedelics

Total reviews

[ 11-19

[] 20-199
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Some Weapons Trading, but not a Lot

Physical > Weapons

Total reviews

[ ]1-19

[ ] 20-199

] 200 - 1999
I 2000 - 19999
Il 20000 - 104580
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~5 Countries Provide Most of the Inventory

Drugs > Cannabis Drugs > Dissociatives Drugs > MDMA Drugs > NPS
40
»
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<)
USA
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<) 2 >
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e e
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10 - DEU Undeclared 10
AUS 10
NLDUndectared AUS Undeclarad 5 s T=1
- & °‘~ B
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Cocaine Production in South America...

o
*“WESTERN
ND CENTRAL'
- EUROPE.

ISR

Canada
/’

S | United States
/ | of America

China

: /Cdombla
S — — \Peru

[ | Brazil
g Panama

Hong Kong,
Ching —Mexico

v
Australia Mexico

WEST
AFRICA _
SR\ Peru
—< — — 1 Brazil

) Argentina

SOUTH-EAST
ASIA

Venezuéla
(Bol. Rep. of)

_Colombia

Malaysig “

Indonesia=—

Canada
: s United States
Australia of America
= p Peru
: i i & ‘ South- : /
Flows of cocaine from/to countries or regions [\ South V ) )
ina o Brazil
Argentina \A’gemma

Australia «— —

Main trafficking

—> Other trafficking
Most frequently mentioned countries of
provenance for individual drug seizure cases

0 1,000 2,000 km
S R |

ind individual drug seizure database.

ld be considered broady indicative and based on data analyses rather than definitive route outlines. Such analyses are based on data related to official drug seizures along the trafficking routes as well as official country reports and responses to annual report questionnaires. Routes may deviate to other countries that lie along the routes and there are numerous

Source: UNODC, respons port questionn.
Notes: The trafficking rou d on this map sh
secondary flows that may not be reflected.

The boundaries shown on this map do not imply official endorsement or acceptance by the United Nations. Dashed lines represent undetermined boundaries. The dotted line represents approximately the Line of Control in Jammu and Kashmir agreed upon &

has not yet been determined

 India and Pakistan. The final status of Jammu and Kashmir has not yet been agreed upon by the parties. The final boundary between the Sudan and South Sudan

http://www.unodc.org/wdr2016/
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... While Cocaine Vendors on Darknet
Markets are Situated in Buyer Locations

Drugs > Stimulants
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Opium Production in Mexico, Afghanistan

Russian
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presents approximately the Line of Control

ammu and Kashmir agreed upon by India and Paki tatus of Jammu and Kashimir has not yet been agreed upon by the parties. The final boundary between the Sudan and South Sudan has not yet been
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... While Most Opiates on Dark Markets
are Sold from Consumer Countries

Drugs > Opioids
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New Psychoactive Substances (NPS)

Drugs > NPS
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No Need to Declare Country of Origin for Digital
Information Goods: No Risk of Border Checks

Darknet Market Explorer

An integrated dat t of offerings and trade ( th t ket
Market: Product category:
Brugs S eraeR
Al Meth A
Drugs > Stimulants > Speed rica

Country of origin: Variable: Segmentation:
Number of vendors By market
Number of listings

By product category
Africa > Algeria

Number of trades By country of origin
- Africa > Angola
Information > Accounts
o . Africa > Benin

Information > Accounts > Amazon

__________________________ Africa > Botswana
Undeclared
54,748

' Inited Kingdom of Grez United States of Amer
| (825 10,083

2oland Spain  Get

81 2an 207

E?ly 9Nnnetherh Fr: Canada

Afghanistan A

L1868 29€
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Some Technical Detalls

= Many use curl and other basic crawlers

= This has now become less practical
= An order of magnitude more listings

= Need to carefully control request rate

=  Many intermittent failure modes: non-trivial retry logic
= May need to interrupt and resume later

= May want better alerting options

o Alec Muffett
"4 @AlecMuffett

Oll Speaker: "We use Curl..."
Oll Funders: "NOT DARK ENOUGH"
S: "<um> DarkCurl™"

F: "Nope"

S: "DarkWebCyberScrapers!"

F: "Now you're talking..."

/ Y
\ Follow )
A J/

at country resolution. Martin will give a brief introduction to
darknet markets in general, and show a current overview of the
largest markets. He will then describe the Oll's darknet market
scraping technology, and talk about our research, highlighting
some of our key findings to date. Product inventories, regional
specialisation, small-time buyers and bulk traders, ... our

5 Retweets 13 Likes %°&®k§¢ . Oi

2

twitter.com/alecmuffett/status/901073569366634496

= Additionally, we only wanted a specific subset of the data:
catalogues and trading indicators. No forum discussions, etc.

= We ended up using Scrapy. It's great! | ~
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When your study population
Is taken down by the law...
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Alphabay and Hansa Takedowns in July

Alphabay: 5t July

eoce THIS HIDDEN SITE HAS BEEN S, +

St @~ € O alphabaywyjrktan.onion <

THIS HIDDEN SITE HAS BEEN SEIZED

Since July 4, 2017

HANSA

PULITIE

eXlleJIkeXl| Oxford Internet Institute = UNIVERSITY OF
(OXNNeJRNOIl| University of Oxford

Hansa: 20t July

eoce THIS HIDDEN SITE HAS BEEN S,

S @~ (€ @ hansamkt3iph6sbb.onion

Martin Dittus, @dekstop
Joss Wright, @josswright
Mark Graham, @geoplace

+

THIS HIDDEN SITE HAS BEEN SEIZED

and controlled since June 20

the Bundesiaiminalam, Lietuvos Policia, Federal Bureau
ey General's

Dutch National Prosecutor's
of the Federal State of Hessia (Germany),

©)

of

PYLITIE Z EURTPOL
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A Multi-stage Covert Attempt to Undermine
Trust in Darknet Markets

FBI, DEA, Dutch National Police, =EuRePo.
Europol working together:

MASSIVE BLOW TO CRIMINAL DARK WEB

ACTIVITIES AFTER GLOBALLY COORDINATED o)
1. Covertly took over Hansa OPERATION
2. Closed Alphabay on 5th July,

the largest market at the time
3. As trading activity moved to
Hansa: secretly collected
passwords and chat logs
4. Took down Hansa on 20th July

The stated intention: to harm trust
in widely used markets.

https://www.europol.europa.eu/newsroom/news/massive-blow-to-criminal-dark-v
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Ouch... impact for our research?

« Having your data source suddenly disappear is a worry for
any long-term data scraping process...

= However in this case: opportunity to move beyond a simple
observational study to a quasi-experiment. We can observe
what happens in the overall marketplace after the external
intervention.

= In this case: how resilient are these marketplaces to
interference by law enforcement? Does trade actually go down,
or simply move elsewhere?

Was it an effective deterrent?
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Prior Experience Suggests: Takedown
Deterrent Might Not Last

» Décary-Hétu & Giommoni (2016), “Do police crackdowns
disrupt drug cryptomarkets? A longitudinal analysis of the
effects of Operation Onymous”

= |nitial effect:
= Most vendor accounts retired, few moved to new
markets.

= Drop in overall sales.

- Within 1-2 months:

= New vendor accounts appeared. -

- W
00 e i .' h
“
o el

0
0
0
0
),000
0
0
0
0

= Product prices did not change.
= Overall sales increased!
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After Alphabay and Hansa Takedowns:
Buyers Simply Moved to Other Markets

Daily sales feedback volume

—— Alphabay
Hansa
Other markets
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After Alphabay and Hansa Takedowns:
Buyers Simply Moved to Other Markets

Daily sales feedback volume

- Total
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In closing, some security-
related matters...

Martin Dittus, @dekstop Economic Geography of
Joss Wright, @josswright Darknet Marketplaces
Mark Graham, @geoplace @0QiiDarknet

August 31, 2017
36



https://twitter.com/OIIDarknet
https://twitter.com/dekstop
https://twitter.com/josswright
https://twitter.com/geoplace

"he Basic Infrastructure Proposition of
"hese Markets

= Electronic currency to avoid identification
= Buyer reviews to establish trust

= Market resilience through redundant market platforms
developed by independent actors

= An “open innovation” approach to iterative improvement
» Some self-policing to avoid raising too much attention. E.g.

markets typically ban child porn. Some also ban fentanyl,
weapons, efc.
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But Also a Popular Target for Scams

= Dark markets have wide appeal, but
a high technical barrier to entry.
This yields opportunities for scams.

= Most recently: a tutorial site with .

instructions on how to use darknet = An Elacit?r Darknet Phishing
. cam is e 10p Google rnesu
markets. ngh pagerank’ SO people for Basic Bitcoin Tutorials

would find it easily. @ e

“This is probably the best phishing scam I've ever
seen.”

As far as online scams designed to steal money and information go, a site called

"
= It sent people to a fraudulent
LRI
- n n darknetmarkets.org is very impressive and equally scary—not least because
m Ix I n g s e rVI ce Google is currently serving it as a top search result for Bitcol
.

Darknetmarkets.org, for all intents and purposes, is a "real"
looks to be made of chopped-up cocaine, and the site is fille
es for anybody looking to buy drugs on the darkn.

its homepage, and the site features how-tos on t li i

sites to buy drugs on the darknet. If you
search Google for "how to mix bitcoins," darknetmarkets.org comes up as the
number one result.

https://motherboard.vice.com/en_us/article/d33ey7/an-elaborate-darkne
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And Frequent Scams by Market Operators

- scammer is part of the market staff

i - vendor d d staff d
- Ex|t.scan'.|s and ot.he.r marll(et n(\)/ﬁ:}ngrab%ﬁets;tusers and staff does
manipulations: a big incentive to take - many user accounts without 2FA

compromised

the money and run.

- does not ban busted and compromised
vendors

- several vendors suspiciously got hacked

= Operators and moderators may abuse .. st does nothing about it

their privileged positions. Address: - -~ o
Multisig: No

= A common approach: occasional o eounte.
transgressions. Not enough to S
undermine trust in the market itself. e

- In other cases, scammers can i e
operate freely on markets without
interference by admins.
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Risk for Operators: Information Leaks Can
| ead to Arrests e

= |Information security is hard. Market

operators may not have sufficient opsec ik CL.OBAL WEB

. CRACKDOWN
experience. I ARRESTS 17, SEIZES
" HUNDREDS OF

= Increasing law enforcement efforts to - B?)RK Nl\]IEST @ Emon
. = MAIN¢ —
take down markets and big vendors. -

= Common occurrence: reused identities,
e.g. email addresses or aliases.

(But also suggestions that such _ —
instances can be the result of parallel

looked like a targeted strike against a few high value targets
in the Dark Web drug trade. Now the full scope of that

construction efforts by law enforcement e s s ol
agents.)

On Friday, the European police agency Europol along with
the F 1 the Depar rity

as many countries and seized hundreds of Dark Web
domains associated with well over a dozen black market

https://www.wired.com/2014/11/operation-onymous-dark-web-arrests/
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Insecure Dev Practices are Common

Reasons: went offline with user's money probably due to the discovery of many XSS bugs, a
private message leak and their test server being exposed on the clearnet

= Alot of insecure coding
practices by inexperienced  retws emores avgusi 22,200
developers. Frequent XSS/
injection vulnerabilities. (I've looked at a lot of markup.
Impression: often not professional web developers.)

Market Complaint Accusation

= |IP leaks: real or fake? Recent
reports that a market WaS Ieaking %e(?nzrr::lsnr;ggo e it'saredI:e?'gﬂfs exposure... I already pointed it out 9

d 1 month ago by NGNS

an IP addreSS_ A baSiC OpseC I reported on this 9 months ago.

See for yourself:

transgression. e ————————————

I find it hilarious how much news is out there today about some other guys
"discovery” - I already found it. And, INEEGN still exists. it's a red herring.

0 PN did it to mislead le. He' bably getti laugh out
S O m e S u g g e St " m ay b e a d e Coy? of all the news t:ei:mgoger:\:rr:ob:: all rc‘:\;sereiat. g:::lee on;snzrv? careybgeca:.lnsge 2h:lf8 ::d

Hansa takedowns. If it was a real finding, LE would have taken them down long ago

because you know they on this subreddit 24/7.
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Do Operators Even Audit their Platforms?

= An inherent tension between operator
anonymity and common security practices:
open code, external audits, ...

=« Some markets introduced bug bounties.

https://darkwebnews.com/darknet-markets/darknet-markets-bug-bounties/

= A key moment to start paying attention: when a
big platform gets taken down. People will flood
to a smaller one. That market may not yet have
spent time auditing their code.
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A final request...

= Please send me term lists for more software
categories: hacking tools, keyloggers, ...

Who catalogues such tools?
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Thank You! Questions?

Martin Dittus, @dekstop
Joss Wright, @josswright
Mark Graham, @geoplace

The Economic Geography of Darknet Marketplaces
Oxford Internet Institute

www.oii.ox.ac.uk/research/projects/economic-geog-darknet
@OQOiiDarknet
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